Data Protection Terms of the Web elD Website

1. This document explains which personal data is processed on the Web eID website (web-eid.eu)
of the Information System Authority (hereinafter RIA).

2. The data subject (hereinafter the User) is a natural person who wishes to authenticate and/or
sign with an ID-card on the web-eid.eu website.

3. Authentication data
3.1. The service processes the following data about users (‘authentication data’):

3.1.1. Data which identifies the user:

e the User’s authentication certificate

3.2. Issuance of authentication data
3.2.1.  Upon authentication with an ID-card, the authentication data is transmitted to
the external service of SK ID Solutions AS in the following composition:
3.2.1.1.  Validity confirmation service (serial number of the User’s authentication
certificate).
3.2.2.  The result of the authentication (logged in or not) is visible to the User in the
browser.

4. Signing data
4.1. The services process the following data about users (‘signing data’):

4.1.1. Data which identifies the user:

e signing certificate of the User.

4.2. Issuance of signing data:
4.2.1.  Upon signing with an ID-card, the signing data is transmitted to the external
services of SK ID Solutions AS in the following composition:
4.2.1.1. Validity confirmation service (serial number of the User’s signing
certificate);
4.2.1.2. Timestamping service (signature hash — signature message digest).
4.2.2. The result of the signing (signed or unsigned) is visible to the User in the
browser.

5. Data logging and backup
5.1. The services log activities, the logs do not contain user data. We collect data about
which parts of the website are visited and about the duration of such visits. We use the
collected data to compile visit statistics to make the website more convenient for the
User.
5.2. Log data is stored for one year from the time it is generated.
5.3. RIA does not back up or collect the personal data of the users of the services.



